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What is GDPR?

General Data Protection Regulation (GDPR) is an EU directive whose purpose is to harmonize 
data privacy laws across Europe. The directive came into effect in May 2016 but became 
enforceable in May 2018

GDPR’s primary objectives are:
○ Institute citizens’ rights in controlling their personal data
○ Simplify the regulatory business environment by  adopting a unified regulation across the EU

GDPR’s aim is 
○ to protect and empower all EU citizens data privacy
○ to reshape the way organizations across the region approach data privacy.



GDPR Guiding Principles 

The guiding principles for personal data protection contained in GDPR are: 

Lawfulness Data should be processed only when there is a lawful basis for processing, e.g. consent, contract, legal 
obligation.

Transparency Information provided to Data Subjects should be in a concise, easy-to-understand format.

Purpose Limitation Data may be collected only for specific, explicit, legitimate purposes.

Data Minimization Processing of data should be adequate, relevant, and limited to what is necessary in relation to the purposes 
for which it is used.

Accuracy Data should be accurate and kept up to date.

Security Data should be processed in a manner that ensures security and protection against unlawful processing, 
accidental loss and damage.

Accountability Data Controller is responsible for demonstrating compliance.



Key Roles & Impact

GDPR is centered around 3 main roles

In a nutshell GDPR affects all companies processing and holding the personal data of data 
subjects residing in the European Union regardless of the company’s locations. 

However even those not included here should sooner or later expect the kind of rules to affect 
them as other countries adapt the same laws.  

Data Controller 

…the entity that determines the 
purposes, conditions and means of 

the processing of personal data

Data Subject

…a natural person whose personal data is 
processed by a controller or processor. This 

can be customers, consumers or employees 
Who are EU residents 

Data Processor

…the entity that processes data on 
behalf of the Data Controller



Responsibilities & Liabilities 
GDPR is organized around the notion of Controllers (determines the ‘why’ and the ‘how’ of processing data)
and Processors (processes personal data for controller) and the responsibilities and liabilities they share.

Responsibilities 

According to GDPR, Controllers and Processors are responsible for implementing processing systems that
○ Are secure, resilient, and reliable (trusted),
○ Include controls to protect against unlawful and/or unauthorized access or disclosure of personal data, AND
○ Include “state of the art” (up-to-date) countermeasures against current attack techniques.

Liabilities 

A person who suffers any damage from a GDPR infringement has the right to compensation.

Processing systems that do not meet GDPR requirements trigger GDPR liability for every user whose data is processed.

The cost of a single GDPR incident is too high for anyone to ignore. An infringing processing system has the potential to 
generate thousands – if not millions – of these incidents

Software and operation team members that build software or have access to actual personal data and databases are also 
liable and responsible 



What Entails Personal Data? 

GDPR is only interested in personally identifiable information (PII) thus any data with 
which data subjects can be identified. 

GDPR Identifies two classes of PII data:
i. Data that can be used to uniquely identify a person i.e. email address, Identity card no, PP no
ii. Extra-Sensitive data i.e. medical/health info. Religion, sexual orientation and info on minors

Other Examples include:
Name, Email, Photo, Bank Details, Credit Card numbers, Medical records, Lab results, Bio Metric records, 
Posts of social media sites, Compute IP address, Other information which can directly or indirectly helps 
identifying a person.

GDPR DOES NOT apply to data that is not attached to a person such as product or accounting 
information. 



Subject Rights Under GDPR
Under GDPR, data subjects (Customers, Consumer and employees) are entitled to certain right: 

Breach Notification Under the GDPR, breach notification will become mandatory in all member states where a data 
breach is likely to “result in a risk for the rights and freedoms of individuals”. This must be done 
within 72 hours of first having become aware of the breach.

Right to Access Data subjects have right to obtain from the data controller confirmation as to whether or not 
personal data concerning them is being processed, where and for what purpose.

Right to be Forgotten Also known as Data Erasure, the right to be forgotten entitles the data subject to have the data 
controller erase his/her personal data, cease further dissemination of the data, and potentially 
have third parties halt processing of the data.

Data Portability GDPR introduces data portability — the right for a data subject to receive the personal data 
concerning them, which they have previously provided in a ‘commonly use and machine readable 
format’ and have the right to transmit that data to another controller.

Privacy by Design Privacy by design means that security and data protection should be embedded in system right 
from their designs and should not treated as additional thing to do.



Penalties for Non-Compliance

Implications for controllers and processors that fail to comply with the directive 
may result in: 

○ Fines of up to €20,000,000 OR 4% of total annual global turnover (whichever is greater)

○ Reputational risk 

○ Individuals are also empowered to bring private claims against organizations where their 
data privacy has been infringed.



GDPR & INSURANCE INDUSTRY 



Insurance Companies

Insurers process large amount of personal data and sensitive data. As such, the operational and 
business impact of GDPR will be felt hard in the insurance industry.

Insurers now need to have a greater awareness and command over the data they process and 
share

Insurers will have to justify why they must obtain and hold the data in question and deal with 
the prospect of sharing personal data with competitors in certain circumstances 

With GDPR there 4  Key Areas Of Concern for insurers (but not limited to these): 
○ Data Portability
○ Consent Management
○ Third Party Vendors 
○ Transparency Third Parties



Key Concern – Portability & Consent 

In the area of Data Portability insurers will need to: 
○ Implement processes to enable them to provide personal data to data subjects and competitors 
○ Have processes in place to receive personal data from competitors 
○ Ensure the data received is necessary for the purpose and not in excess
○ Ensure that data received that has no connection to the purpose is not be retained or processed. 

In the area of Consent Management: 
○ Health data is considered sensitive yet vital to underwriting. But under GDPR explicit consent 

appears to be the only legal basis under which insurers can process sensitive data. 
○ Current Book – Sensitive personal data already on the current book of business where no 

consent was received historically needs to be re-examined and consent sort. 
○ Minors - personal data for minors already being processed where consent was not received in 

the past is also a problem as under GDPR parental consent is the only basis for processing data 
on minors. 



Key Concern – Third Party Vendors 

In the area of Third Party Vendors:

It is common for insurers to have relationships with numerous third parties such as vendors 
and brokers. Article 26 of the GDPR introduces the concept of joint-controllers where there are 
two or more controllers that jointly determine the purposes and means of processing. 

Insurers will need to 
○ Look at arrangements they have with third parties to determine if this is controller-to-controller or 

controller-to-processor relationship. 
○ The level of control of each party over the data. It should not be assumed that if one company provides 

service to the other this automatically makes them a processor. 
○ Review and update contracts and agreements with controllers and clearly document the split in compliance 

responsibilities to avoid dispute in the case of a data breach 
○ Agree on a process for advising the data subject of all controllers and for receiving consent for different 

aspects of processing in the case of consent where joint-controller relationships exist
○ Review and update contracts to define roles and responsibilities and to implement appropriate due 

diligence arrangements - in the case of processing relationships with vendors to ensure only processers 
that are GDPR compliant are contracted.



Key Concern – Transparency Third Parties 

Transparency Third Parties
One other major challenge emerging in the insurance industry is the requirement under Article 14 
to provide information where personal data has not been obtained from the data subject. i.e. where 
data has been received from a third party. 

In this case the data subject to whom the personal data relates will now need to be informed of certain 
details regarding the processing within a set timeframe

This can cause a major operational burden for insurers as it is common place to process personal data 
that has not been received directly from the data subject for the purposes of processing insurance 
contracts. 

Operationally this will add complications to the process and make it lengthier, it may frustrate the 
customer and discourage uptake of service

Insurers are also likely to have numerous data subjects on their back book of claims and policies that 
would not have been provided with privacy notices and insurers may need to consider remediating this 
issue to ensure compliance



GDPR Compliance for 
Software Companies 



Privacy By Design

The GDPR guiding principle that concerns software companies the most is Privacy by Design

According to GDPR Processing systems that do not meet GDPR requirements trigger GDPR 
liability for every user whose data is processed. An infringing processing system has the potential 
to generate thousands – if not millions – of these incidents.

Software and operation team members that build software or have access to actual personal data 
and databases are also liable and responsible 

Privacy by design requires security and data protection be embedded in system right from their 
designs and should not be treated as additional thing to do.

This principle makes privacy and security an integral part of software product development –
starting with the core and including key architectural solutions 

Software design & development at a minimum must consider the following: 
○ Organizational and technological safeguards
○ Capabilities that embed privacy
○ Ensuring compliance
○ Reducing the risk of data breach to a minimum



Data Collection 
Careful consideration should go into deciding what data should be collected and for what purpose. 

The task is to collect it legitimately and minimize its processing, storage and accessibility and use

GDPR Identifies two classes of PII data: Personal Data and Special Categories (extra-sensitive Data) 

PERSONAL DATA SPECIAL CATEGORIES (EXTRA SENSITIVE)

Name IP Address Race Sexual Orientation 

Address Cookies Religion Health Data

Email Location Data Political Opinions Biometric Data

Photo Profiling & Analytics Data Trade Union Membership Genetic Data

Transparency - the people whose data you are collecting should be able to find out what you are collecting, 
your purpose, who has access to the data and how long the data lives within the system. 

Data Access - Your data subjects should be able to verify, correct, export, move, and erase their data as easily 
as they gave it to you in the first place.

Consent - New regulations require freely given, specific, informed and explicit consent by statement or action 
signifying agreement to the processing of data subjects personal data.



Processing Systems – Obligations, 
Infringement & Assessment 

GDPR Mandates that 

Processing systems include “appropriate” technical safeguards (see next slide for examples).

Ensure ongoing confidentiality, integrity, availability and resilience of processing systems and services.

Special care to be taken in both assessing and proactively mitigating processing risks stemming from;
○ Unlawful destruction, loss, or alteration of personal data, and from 
○ Unauthorized disclosure of, or access to personal data transmitted, stored or otherwise processed.

Controllers and Processors are BOTH responsible for implementing processing systems that
○ Are secure, resilient, and reliable (trusted),
○ Include controls to protect against unlawful and/or unauthorized access or disclosure of personal data, AND
○ Include “state of the art” (up-to-date) countermeasures against current attack techniques.

The “appropriate technical and organizational measures” standard used throughout the GDPR needs to be extended to 
ensure that bespoke (custom) software includes the required GDPR safeguards.

A Controller or Processor that develops components of a processing system must ensure that the code they write does 
not violate the GDPR obligations list above.

The development organization must be able to demonstrate that it has not – and will not – release software with 
commonly known, well-understood or otherwise avoidable software gaps or vulnerabilities.



Technology Safeguards 

Technological safeguards vary depending on the project. Some examples 
include:-
○ Data encryption
○ Anonymization 
○ Pseudonymisation
○ Notification mechanisms
○ Report generation and JSON/XML data export mechanisms
○ Profile editing features for users
○ Age verification
○ Checkboxes that ensure "active consent"
○ Timely updates of terms and conditions and privacy policies
○ Reporting and log access to personal data
○ Audit trails - clear audit trails in the form of who did what when, read access of PII
○ Archival/Erasure Mechanisms – to auto-limit what data is collected and how long it is kept



Documenting Systems 

GDPR regulation requires that controllers and processors be able to demonstrate compliance. 
This can be done by showing certificates, which in turn benefit from documenting the systems. 

But there is some additional documentation that would be useful to have from now on:
○ Document the personal data in your system.
○ Document lifecycles of collected data.
○ Document all parties that process the data.
○ Document your basis for collecting the data.
○ Inform data subjects of their rights and explain how they can exercise them.

You should have data-protection policy document that you offer to your users. 

Create a data flow diagram – on how data moves over networks and which parties can 
access/process it – that documents parties, tiers and even protocols. Incase of a data breach 
you can use this to quickly understand and limit the exposure. 

You should also document what controls are used to protect the data and achieve a sufficient 
level of privacy 



Supporting Expanded User Rights 

Most of the rights of user/data subjects within GDPR can be simplified into the following list: 

Right Of Access | Right Of Rectification | Right To Erasure 
| Right To Restrict/Object To Processing | Right Of Data Portability | Right To Be Notified Of Data Breaches.

GDPR DOES NOT require that these be automated, real-time operations – so no need to rash into designing craze APIs, and systems to 
support that. There is a 30-day window to respond to a request by data subject i.e. erasure or data export. If an ongoing contract or law 
gives no basis for erasure or export then responding to that effect is a legitimate response. 

Self-Service User interface – if your organization already has a concept of digital identify for customers/users/data subjects and you 
provide some self-service it’s a good idea to attach these identity rights to that self-service’s user interface. 

The more documentation you can cover (provide) with automated processes, the cheaper it becomes – users are also happier with real-
time access as opposed to making a request that takes 30 days to process.

Data Erasure and Export – it might be wise to prepare for data erasure and export functions when designing any new piece of 
software. 

Format for Data Export - it is not urgent now but it is a good idea to plan for it. Even if your domain would not contain any GDPR user 
interfaces 

One-Stop-Shop for Data subjects to exercise their rights – this is key as it leads to a process that identifies and validates the request 
and then to mechanisms that erase or export that data. 



Data Processor or Not? 

When you work on a software project under GDPR responsibilities you need to answer an 
important question. Do you intend to be a data processor or not? 

Being a Data Processor makes you liable to any sanctions 

Avoiding Liability 

To avoid GDPR liability simply make sure you will not and cannot access any personally 
identifiable data in any circumstances

Make sure this is clearly stated in the contracts

Unfortunately it might be hard to avoid PII processing because personal data may hide in badly 
written log files, test environments and any emergency patches to your production 
environment. 

But to avoid liability resolve all this. Protect yourself from the data; protect the data from you. 



Data Processor or Not? 

Accepting Liability 

If you choose to embrace the status of data processor which lets you have free access to 
personal data. You will need to make sure
○ You document the activity
○ There is valid basis for processing
○ Access happens within defined boundaries 

This makes you liable and responsible so you have to be mindful of any sanctions

If you absolutely need access to PII databases then this is the route to take. 

This might require new skills and tools 

Note: Software and operation team members that build software or have access to actual personal 
data and databases are also liable and responsible



GDPR Equivalent in Kenya



Data Protection in Kenya

Kenya does not have a specific fully-fledged law on Data Protection. However, elements such as Right to 
Privacy are covered within the Constitution of Kenya 2010 (Constitution) 

The main national laws regulating the collection and use of personal data in Kenya are the: 
○ Constitution of Kenya 2010
○ Access to information Act 31 of 2016 
○ Consumer Protection Act 46 of 2012

There are also other specific laws that govern the regulation of medical data i.e. Health Act 21 of 2017, 
Public Health Act Cap 202, HIV Prevention and Control Act 12 of 2006 etc

There are also Sectorial Laws and regulation that regulate data protection in Kenya including: 
○ Kenya Information and Communications Act (Cap 411A) (KICA) – The overarching law for Kenya’s ICT industry which 

outlines the compliance standards that licensed ICT service providers (data collectors and controllers) must abide by.
○ KICA (Consumer Protection) Regulations 2010 (Consumer Protection Regulations). This law applies to organisations that 

have been granted an operational licence from the Kenyan ICT regulator, the Communications Authority of Kenya 
○ KICA (Registration of SIM Cards) Regulations 2015 (SIM Card Regulations). This law applies to telecommunication service 

providers that have been granted an ICT provider licence from the Communications Authority.



Scope of Kenyan Legislation 
Kenya’s data protection laws and regulations apply to organizations that have been granted ICT 
licenses from the Communications Authority. (i.e. ISPs, MNOs, telecom Operators, Broadcasters.)

KICA is generally aimed at licenced service providers in the sector – non-licensed providers i.e
online businesses have no obligation under this law even if they collect and process data. 

The various ICT licences available include: 
○ Telecommunication/MNO Licences
○ Content Service Provision (CSP) Licenses,
○ International Gateway Systems Services (IGSS) Licences; and; 
○ Submarine Cable Systems Licences. 

The ICT Authority prescribes standards that must be adhered to by ministries, counties and state 
agencies. The standards that must be met when handling personal data include (among others) 
○ Cloud Computing standards
○ Information security standards 
○ Electronic records and data management standards 

NOTE: The ICT Authority and the Communications Authority are two different entities. 
○ The ICT Authority streamlines all government ICT functions while 
○ The Communications Authority is the regulator for the ICT sector (telecommunication, technology, broadcasting).



Scope of Kenyan Legislation 
What data is regulated? Under the Access to Information Act and the Consumer Protection Act the  
“personal information’’ description is much similar to that within GDPR Above 

What activities are regulated? Collection of data, Secure storage of data, Disclosure of data, Retention 
of data, Accuracy of data. This apply to licensees only however, under Access to Information Act, 
Disclosure and Accuracy also apply to public authorities. 

Requirements for medical data applies to medical practitioners and institution and the third parties 
contracted by them for services that involve the collection, transfer and processing of data. 

What is the Jurisdictional scope? Kenya data protection laws are limited to acts done within Kenya. 

Exemptions: For performance of statutory functions, investigation of criminal offence or criminal 
proceedings, or for any civil proceedings 

Notification: Notification is not required prior to the processing of personal data

Consent: No express legal requirement for data controllers to obtain consent from data subjects 
before processing the data. However if they want to sell or offer it to a third party they need consent. 
On medical data there is no consent required for collection but rather for disclosure.  



Main Data Protection Principles

Main obligations imposed on data controllers by Kenyan Laws to ensure data is processed properly: 
Right to correction of information 

Right to accuracy

Security and confidentiality

Monitoring and disclosure - listening, tapping, storage, or other kinds of interception or surveillance of 
communications by data controller or third parties prohibited

Security technical and operational measures - under CPR, data controllers (service providers) should take 
appropriate technicdal and organisational measures to safeguard the security of its services. 

For medical data laws the systems used for the collection, storage and processing of data must be secure to avoid 
any unauthorised access and disclosure.

NO right to request Data Deletion – Aside from the Right to have data corrected, updated and annotated there 
is no specific rights granted to the data subject including 

Data Breach Notification: Under CPR data controllers must inform data subjects of risk of breach

Transfer of Data outside of Kenya: No rules regulating this.



Enforcements & Sanctions (Kenya) 

The Communication Authority can only take action against its licensees – thus impose sanctions on 
them. However if an organization that ought to have a license is operating without one then  the 
Communications Authority  has the power to with assistance from police to prosecute the entity. 

Organization that collect data but where their services do not fall under the licensed services have no 
obligation under the Kenya Information and Communication Act or any other law. 

Under the Kenya Information and Communications Act (KICA) data controllers who violate the 
requirements of the Regulations under KICA commits an offence and is upon conviction liable to a 
fine not exceeding Kshs 300,000 , imprisonment for a term not exceeding 3 years.

Individuals will be liable for fine not exceeding Kshs 300,000 or imprisonment for a term not 
exceeding 6 months or both.

Medical data breach of confidentiality individuals convicted of an offence will be liable for a term not 
exceeding 2 years or to find not exceeding Kshs 100,000 or both 



Kenya Cyber Crime Bill 2017
The Computer and CyberCrimes Act,  2017 – gazetted on 13th June 2017 and enacted by the 
Parliament of Kenya – provides for offences relating to computer systems; to enable timely and 
effective detection, investigation and prosecution of computer and cybercrimes; to facilitate 
international co-operation in dealing with computer and cybercrime matters; and for connected 
purposes 

The bill intercepts with GDPR and Kenya Data Protection Act at Data Breach but in a very general 
manner. It refers to “Content Data” or simply “Data” to mean any data on a computer including 
‘Personal Data” referred to as ‘Subscriber Information” within the bill. Thus Unlike the GDPR which is 
solely focused on “Personal Data” the bill covers every data. 

The bills aim is to protect the confidentiality, integrity and availability of computer systems, programs 
and data; Prevent the unlawful use of computer systems; facilitate investigation and prosecution of 
cybercrimes and facilitate international cooperation. 

Does not address any specific rights of individuals as concerns “personal data” “Subscriber data” 

The penalties are a bit too punitive with liabilities of between 5million and 25 million or 
imprisonment for terms between 3 years to 20 years but none specific to “Personal Data.”



CONCLUSION 

Beyond May 2018, any new systems should be built as GDPR compatible 

GDPR gives software developers reason to put more emphasis on security and privacy. This has 
been difficult before because people often don’t want to pay for security or privacy until 
something happens. 

As software developers improve transparency and privacy and provide more control, users of 
their systems will trust them more. 

In a worst case scenario like data breaches – make sure you are able to find out exactly what 
was leaked, by whom, and which users need to be notified. 
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